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The confluence of the September 11, 2001 terrorist attack and the U.S. Army’s historic
role to support civil authorities has resulted in substantial new challenges for the Army. To
help meet these challenges, the Assistant Secretary of the Army for Research and
Technology requested the National Research Council (NRC) carry out a series of studies
on how science and technology could assist the Army prepare for its role in homeland
security (HLS). The NRC’s Board on Army Science and Technology formed the
Committee on Army Science and Technology for Homeland Security to accomplish that
assignment. The Committee was asked to review relevant literature and activities,
determine areas of emphasis for Army S&T in support of counter terrorism and
anti-terrorism, and recommend high-payoff technologies to help the Army fulfill its mission.
The Department of Defense Counter-Terrorism Technology Task Force identified four
operational areas in reviewing technical proposals for HLS operations: indications and
warning; denial and survivability; recovery and consequence management; and attribution
and retaliation. The study sponsor asked the Committee to use these four areas as the
basis for its assessment of the science and technology (S&T) that will be important for the
Army’s HLS role. Overall, the Committee found that:- There is potential for substantial
synergy between S&T work carried out by the Army for its HLS responsibilities and the
development of the next generation Army, the Objective Force.- The Army National
Guard (ARNG) is critical to the success of the Army’s HLS efforts.
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Executive Summary

The U.S. Army is facing a challenge. At the same time that it launches a
transformation toward the futuristic Objective Force, the centuries-old require-
ment to support civil authorities has been brought to the fore by the terrorist
attacks of September 11, 2001. As the Army prepares for its still-evolving role in
homeland security (HLS), the National Research Council was requested to estab-
lish a study committee under the Board on Army Science and Technology to
advise the Army on how science and technology (S&T) could assist in the con-
duct of HLS. This is the first report from the committee.

This executive summary follows the same organization as the report. The
section on background abstracts Chapter 1, where the context for the HLS mis-
sion is developed. The remainder of the summary addresses the technologies
required over the four operational areas identified by the sponsor:

* Indications and warning,

* Denial and survivability,

* Recovery and consequence management, and
 Attribution and retaliation.

The technologies are displayed in tabular format in Chapters 2-5. Such a
format provides the best way to understand the technologies the committee be-
lieves are important. A summary table depicting high-payoff technologies is
provided at the end of this executive summary and in Chapter 6.
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2 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY
The main observations of this report are as follows:

o The S&T required by the Army for HLS need not be unique. The S&T
work already being done for the Objective Force could provide much of
the technology needed for HLS. In fact, if approached properly, the HLS
effort not only can advance the S&T needed for the Objective Force, but
also can assist in developing tactics, techniques, and procedures.

» The Army National Guard is critical to the success of the Army’s efforts
in HLS.

BACKGROUND

Homeland Security Requirements

While the operational framework! for combating terrorism on U.S. soil is
still emerging, it is clear that this framework will be national in scope and based
on cooperation. Although all disasters—either manmade or natural—are local,
any disaster of great magnitude will require close cooperation among federal,
state, and local governments. In case of a terrorist attack, the wide-ranging
capabilities of our armed forces will most certainly be called on. The Army will
have to cooperate with civilian emergency responders in order to save lives and
mitigate damage. The Army’s notional plan for HLS separates high-intensity
homeland defense scenarios from lower-intensity civil support scenarios.

The military is not the only community seeking to learn from the events of
September 11. The committee became aware of ongoing efforts in the civil
sector to develop equipment for civilian emergency responders. This commer-
cially developed equipment might have great applicability for the Army, but
there does not appear to be a mechanism for integrating the research being done
in the civilian community with that being done in the military community.?

Recommendation. The Army should encourage better coordination of the
disparate homeland security science and technology efforts.

Recommendation. The Army should facilitate technology transfer in order
to allow the private sector and other government agencies to exploit the
homeland security technologies it develops.

1Operational framework refers to a plan that the Army would use to conduct whatever operations
may be necessary in response to a terrorist attack.

2The Department of Homeland Security will include a Directorate of Science and Technology
headed by an Under Secretary for Science and Technology. The Under Secretary will advise the
Secretary on R&D efforts, priorities, goals, objectives, and policies. This might be an ideal site for
the integration of civil and military research.
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The Army

The Army is organized in three parts: the active Army, the Army National
Guard (ARNG), and the Army Reserve. The committee believes that the ARNG
will be most involved in HLS events, at least initially, because (1) it is under local
(state) command, (2) it is usually closest geographically to probable sites for
terrorist attacks, and (3) it is not limited in its law enforcement roles.

Equipment for the ARNG is based on its wartime mission, not its response to
civil emergencies. Equipment requirements are established in the U.S. Army
Training and Doctrine Command, where the ARNG has not had sufficient repre-
sentation to make its needs known. Given the increased emphasis on HLS, it
appeared to the committee that the ARNG should play a more significant role in
determining what its HLS equipment should be.

Recommendation. The Army National Guard’s homeland security role must
be considered in the development of the Army Science and Technology
Master Plan, and resources for these requirements applied as appropriate in
developing the Department of the Army Master Priority List.

Link to the Objective Force

While the Army has a long history of providing support to civil authorities,
the quest for the Objective Force has great significance for the Army’s future.
This Army of the future is envisioned to be “more strategically responsive,
deployable, agile, versatile, lethal, survivable, and sustainable across the entire
spectrum of military operations from major theater war through countering ter-
rorism to Homeland Security” (U.S. Army, 2002).

The modernization strategy that is being used to bring the Objective Force
to rapid fruition envisions the acceleration of S&T (U.S. Army, 2002). While
many of the Objective Force technologies are directly applicable to the Army’s
newly energized homeland responsibilities, it may be necessary to modify or
adapt specific technologies to serve a dual purpose. In addition, some new
capabilities will be needed. The committee believes that if this process is ac-
complished thoughtfully and flexibly, there are great opportunities for cost-
effective procurements, economies of scale, and an ability to accomplish both
missions successfully.

Recommendation. To optimize current science and technology efforts, the
Army should take advantage of potential transferability between technolo-
gies for homeland security and those for the Objective Force.

As the committee became more familiar with civilian first responder require-
ments, an interesting parallel began to emerge between responding to a domestic
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4 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

terrorist attack in close cooperation with local authorities and fighting a war in
close cooperation with allies and coalitions of allies. In both situations, the Army
will be working with groups who have different equipment, different cultures,
different operational languages, etc. The requirement to create force packages
tailored for particular incidents and to establish interoperable situational aware-
ness and command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance (C4ISR) will be overriding.

Recommendation. The Army should investigate the technologies necessary
to put together on the fly the force packages necessary to meet the require-
ments of both homeland security and the highly deployable Objective Force.

Recommendation. Given the time lag associated with training personnel
and leadership to use new technology, now is the time to start dealing with
these issues in the context of homeland security, so that they are well honed
by the time the Objective Force is fielded.

INDICATIONS AND WARNING

Indications and warning (I and W) generally refers to the events leading up to an
attack. Much of this is the province of the intelligence community. Since the Army
will have a significant role in responding to the use of weapons of mass destruction
(WMD), the committee focused in this portion of the study on the physical detection
of explosives (nuclear and conventional), radioisotopes, chemical agents, and bio-
logical agents and on the identification of related cross-cutting S&T.

Traditional Imaging Sensors

The advanced, high-performance imaging systems that infuse all aspects of
national security and defense also have relevance for HLS. High-performance
sensors, which image in a broad range of spectral bands, are a high priority for
numerous theater and national missile defense platforms. The Department of
Defense (DoD) in general and the Army have broad programs in this area.

Recommendation. It is critically important that all sensors not only be well
characterized at the point of purchase but also be regularly rechecked by
competent technicians. Software used to integrate disparate sensors should
be well documented and checked against standardized problems.

Chemical Agents

Chemical agents are typically released into the atmosphere, where they
form toxic clouds that are moved by atmospheric winds or by ventilation sys-
tems. The most desirable situation would be to detect these agents before they
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are released into the atmosphere. For weaponized agents this will be difficult
because of problems with sensitivity and false alarms when operating in realistic
dirty environments.

Biological Agents

The point detection of biological agents is qualitatively different from that of
chemical agents. Compared with chemical agents, many orders of magnitude
less of biological agent are required to incapacitate an individual. This means that
there may be substantially less material to detect. A typical biodetection system
involves a cueing, detection, discrimination, and identification sequence. Unlike
chemical agents, live biological agents may replicate themselves in the infected
population to a detectable level, but only after their release. Replication of
infectious agents in the population may also contribute to secondary spread of the
disease.

Nuclear Materials

In the case of nuclear weapons, the primary fissionable isotopes of interest
are uranium-235, plutonium-239, and uranium-233. In most cases detectors are
effective only if they are relatively close to the source of radiation. For example,
the signature from a plutonium weapon’s spontaneous decay processes will be
gamma rays and neutrons. Assuming scattering but no neutron capture between
the weapon and the detector, the weapon neutron flux from spontaneous fission
will equal the background neutron flux at about 15 meters from the weapon,
making detection at a distance problematic. All of the nuclear materials detectors
mentioned in the report have relatively short detection ranges and are best suited
for choke points or portal geometries or where there is good intelligence on where
the material is located.

Conventional Explosives

The majority of terrorist attacks against U.S. forces, facilities, and citizens
have involved the use of conventional explosives. The detection and tracking of
such explosives is therefore extremely important. The vapor-phase detection of a
modern explosive will be possible only if there are detectors in close proximity to
the explosive or if there is a very substantial concentration of explosive vapors at
a distance from the explosive.

Army weapons and explosives in transit or in storage can be attractive targets
for theft or diversion by terrorists. On a broader scale, it would be in the interest of
the United States if international protocols were established that called for the inser-
tion of detection markers and identification taggants, worldwide, into all legiti-
mately manufactured explosives to assist both detection and forensic analysis.

Copyright © National Academy of Sciences. All rights reserved.
This executive summary plus thousands more available at http://www.nap.edu


http://www.nap.edu/catalog/10655.html

6 SCIENCE AND TECHNOLOGY FOR ARMY HOMELAND SECURITY

Recommendation. An international convention requiring the incorporation
of detection markers and identification taggants should be sought.

Techniques to detect packaged dangerous materials are for the most part
lacking. The committee learned that such detection is an extremely difficult
problem even when the detector can be placed next to the package. New and
perhaps radically different approaches will be required. A distributed network
could involve fixed sensors and mobile sensors deployed on various platforms
including autonomous unmanned air, space, ground, and underwater vehicles.
This option opens up substantial opportunities for the investment of Army S&T
resources because the S&T involved is more broadly applicable to the Army than
just nuclear weapons detection or chemical and biological agent detection.

Recommendation. The Army should ensure from the outset that the
necessary interrelationships among the sensor networks and the broader
intelligence collection activity are established and maintained as a co-
herent undertaking.

Recommendation. Army science and technology should aggressively seek
out and invest in those cross-cutting sciences and technologies that will
benefit both the Objective Force and the homeland security requirement to
detect weapons of mass destruction.

DENIAL AND SURVIVABILITY

The principal element of successful denial is good security, including both
physical security and cybersecurity. Denial of an attack refers to measures taken
to prevent or otherwise thwart an intended terrorist attack, whether by preventing
access using, for example, guards or barriers or by other means of interception
(e.g., explosive detection and electronic surveillance). Survivability, in contrast,
refers to measures taken to mitigate the effects of an attack by such means as
structural hardening, protecting personnel, and duplicate resources. Survivability
also includes the ability to absorb an attack with acceptable damage and casual-
ties, redundancies that enable continued function after an attack, mitigation of the
effects of the attack, and preparations that plan for operation afterward.

Recommendation. To gather valuable and perishable medical and other
forensic data, the Army should support the establishment of rapid response
data-gathering teams to investigate bombing attacks that may occur in the
future. The data collected by these teams should be integrated with informa-
tion from past events and made available to researchers and practitioners in
emergency medicine, injury epidemiology, search and rescue, architecture,
and engineering.
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The fixed infrastructure targets presumed to be of primary interest to the
Army are military buildings either inside an installation or standing alone (e.g.,
barracks, office buildings, and command-and-control (C2) centers), bridges, tun-
nels, and dams, as well as special facilities such as nuclear power plants and
critical Department of Defense (DoD)/Army assets (e.g., ports and airfields).
Infrastructure targets also can include those that are primarily “cyber”—com-
puter networks, communication systems, and C2 systems or supervisory control
and data acquisition (SCADA) systems for base power grids and water systems.

Physical Security

The technology needs for physical security are very broad. Explosive threats
against conventional buildings of direct interest to the Army may range from small
1- or 2-pound explosives packaged in letter bombs or pipe bombs, to hundreds of
pounds of explosives contained in cars, to thousands of pounds of TNT (trinitrotolu-
ene) equivalent charge carried by large trucks, trains, or dockside ships.

Military and conventional buildings are susceptible to chemical, biological,
and radiation attacks by terrorists through their heating, ventilation, and air-
conditioning (HVAC) systems. The effectiveness of such attacks can be greatly
reduced by incorporating building automation systems that can be designed to
manage specific threats and scenarios.

Recommendation. The Army should monitor and integrate new heat, venti-
lation, and air-conditioning technologies developed by the Defense Advanced
Research Products Agency and other organizations into building and infra-
structure design and retrofit guidelines. These technologies include detec-
tion, neutralization, filtration, and active ventilation defenses.

The Technical Support Working Group (TSWG)/Defense Threat Reduction
Agency (DTRA) Blast Mitigation for Structures Program is a focused and valu-
able program of research, testing, engineering analysis, and computational mod-
eling to supplement existing knowledge on blast effects and blast-resistant design
and construction. However, the full benefits of the program will be realized only
if the results are widely disseminated and necessary improvements implemented.

Blast-hardening technologies and design principles developed by the Army
and other DoD components for military purposes are generally relevant for fed-
eral force protection and civilian design practice. However, because the knowl-
edge base is incomplete, this information must be adapted and expanded to be
more specifically usable by and accessible to civilian architects and engineers.

Recommendation. The Army should continue to survey and evaluate rel-
evant ongoing university research with the objective of identifying and syn-
thesizing technology that could improve the performance of buildings in a
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blast environment, and it should also consider inviting universities to partici-
pate directly in the research effort.

Information Security and Cyber Issues

The word “cyber” is used in this report to refer to any activities related to the
computer and communications (C&C) infrastructure, including information stored
and/or transmitted in the systems. Use of this infrastructure is rapidly becoming
ubiquitous in all aspects of daily life. The C&C infrastructure can be compro-
mised by several mechanisms, principally these:

* An insider making use of authorized access,

» Unauthorized access via direct tapping into the physical facility,

» Unauthorized access via valid network connections and security flaws in
the system, and

» Denial-of-service attacks.

There are three primary objectives of a cyber attack:3 (1) destroy or change
data within the system itself, (2) take control of systems controlled by the C&C
system, or (3) deny the user effective use of the system. Future terrorist incidents
in the United States might utilize any of these. The best defense is to physically
isolate an important network from the public network.

Large organizations are often tempted to custom design their own systems,
because they believe their needs are different and that they can achieve greater
efficiency by dropping those system elements they do not require, at least at the
time of design. For general-purpose systems this is not only a false economy—
the design costs are such that because of the rate of change in the field, the
organization will soon be left with an out-of-date software design that runs only
on out-of-date hardware—but it is also an invitation to security disasters.

Recommendation. The Army should partner with other agencies and the
commercial sector to develop and adopt the appropriate tools and protocols
for the protection of its own computer and communication systems.

Recommendation. The Army should continue to review its cybersecurity
procedures to assure that the best practices from the community are adopted
on an ongoing basis.

3 Attacks by hackers merely to prove their abilities by making annoying but inconsequential
changes to the system are not discussed. It should be recognized that many of these hacker attacks
are against that part of the network that is designed to be public, that is to say public Web sites.
While it is desirable to keep those pages secure against unauthorized change, the level of security
that can be applied to nonpublic information is necessarily lower.

Copyright © National Academy of Sciences. All rights reserved.
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The Army must be concerned not only with the survivability of its own
systems in the event of an attack but also with the survivability of systems over
which it has no or little control prior to the attack—or even, perhaps, after the
attack—since if it is called on to provide support, it will need to establish links
between its units and civilian responders.

Recommendation. Whether through the Army National Guard or active or
reserve Army units, the Army should play a major role in providing emer-
gency command, control, communications, computers, intelligence, surveil-
lance, and reconnaissance (C4ISR) in the event of a major natural or terror-
ism disaster because it has both the skill set and the equipment to provide
such services in hostile environments.

Recommendation. Equipment and trained personnel should be available to
provide vital information and communications for interoperable command,
control, communications, computers, intelligence, surveillance, and recon-
naissance (C4ISR) in the case that civilian systems are seriously impaired in
an emergency event.

CONSEQUENCE MANAGEMENT AND RECOVERY

Generally, recovery is viewed as a local and private sector responsibility. How-
ever, in the case of terrorist acts using WMD or significant cyberattacks on the
nation’s critical infrastructure, the damage may exceed the capacity of local agencies
and the private sector that owns and operates the critical infrastructure. Conse-
quence management is more than just minimizing the damage; it also involves
rescue of and aid to injured victims and the restoration of essential services.

Interoperable C4ISR system

The architecture and technology needed for a HLS C4ISR system is compat-
ible with the Army’s framework for developing and fielding the Objective Force.
However, Objective Force C4ISR systems will need to be adapted for this differ-
ent mission and different challenges.

Recommendation. To facilitate the development and fielding of an integrated
command-and-control system for homeland security, the Army should initiate
or continue research that permits the earliest possible fielding of deployable
communications packages equipped with universal multiplexer capability to
facilitate C2 across the vast, and disparate, array of agencies that will respond to
incidents and events.
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Rapid Event Assessment of Physical Damage,
Casualties, and Contamination

A necessary condition to conduct recovery and consequence management (R
and CM) activities is an assessment of the situation. The Family of Integrated
Operational Pictures (FIOP) is designed to meet the needs of the war fighter.
However, it could be extended to the HLS mission. A number of sensors exist
that can assist with a real-time situational assessment. Overhead imagery from
satellites and high-endurance unmanned aerial vehicles (UAVs) can build an
optical and infrared picture of physical damage. They can also use measurement
and signal intelligence to determine WMD contamination. Reports and images
from multiple sensors do not, by themselves, build the situational awareness and
operational picture needed to conduct effective operations. The sensor pictures
and reports need to be analyzed and depicted on a common grid and shared with
the R and CM forces. Finally, a family of models that can predict physical
damage, contamination, and casualties can play an important role in the HLS
mission.

Recommendation. The Army should conduct research on processes and
systems to facilitate the event assessment process. It should support high-
priority research such as sensor networking and fusion to merge reports from
disparate sensors into a common picture.

Force Protection

The forces employed for large-scale R and CM activities need to be
protected for sustained operations. Individual protection suits and inocula-
tions are necessary to sustain operations in WMD conditions. The Army,
through its Soldier and Biological Chemical Command (SBCCOM), contin-
ues to lead in the development of individual and collective protection tech-
nologies. Mobile collective protection facilities are necessary for long-term
R and CM activities. The Army is currently developing a new family of
deployable collective shelters that can be used by forces engaged in the HLS
mission. The primary responsibility for the development of vaccines and
medical countermeasures to protect against biological agents rests outside
the Army in the Department of Health and Human Services and the Centers
for Disease Control. However, the expertise in Army laboratories is essen-
tial to progress in this area.

Recommendation. The Army’s research and development across the spec-
trum of technologies needed for individual and collective protection against
the effects of weapons of mass destruction for the Army and civilian emer-
gency responders should be continued.
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Treatment of Mass Casualties

It is likely that mass casualties will result from the use of WMD and high
explosives. A mass casualty incident is one in which there are not enough re-
sources for casualty management. In addition, triage takes on an entirely new
aspect, one closely resembling the wartime rules of engagement. Where the
cause of injury is suspected to be a chemical agent, toxin, or toxic industrial
chemical, the responders must be able to identify the agent and determine the
concentration. Methods for field assessment of biological hazards are also em-
ployed at this phase of the operation. While it is essential that the military be able
to interface with civilian HLS activities as needed, some aspects of military
capability may not perfectly match HLS needs.

Recommendation. The Army should expand its research in the area of
triage, tracking, and treatment of mass casualties.

Recommendation. The Army should ensure development of individual tri-
age assessment for mass casualties from events involving weapons of mass
destruction.

Recommendation. The Army should ensure the development of a process to
leverage information technology to effectively conduct mass casualty triage,
tracking, and treatment following such an event. The process development
should incorporate (1) remote decision support systems that can be inte-
grated with civilian systems and (2) a tracking system.

Containment and Decontamination of the Effects of WMD

There is not much experience in wide-area decontamination in the aftermath
of chemical, biological, and radiological/nuclear weapons attacks. Even with a
correct assessment of the levels of contamination, there are few tools and tech-
niques available for decontamination. Decontamination will probably be ac-
complished in stages, and it is likely that the Army will be involved in early
remediation of WMD events.

Recommendation. Army science and technology should concentrate on the
further development of a process to plan and implement remediation and decon-
tamination for chemical, biological, radiological, and nuclear events. This
process must be capable of being conducted in real time based on limited
information.

Recommendation. Army science and technology should concentrate on the
further development of decontamination solutions for chemical, biological,
radiological, nuclear, or even large explosive events weapons.
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ATTRIBUTION AND RETRIBUTION

In general, attribution is assigning a cause or source to an act or event. In the
context of this report, it is the identification of individuals or organizations that
are responsible for direct or indirect acts of terrorism and sabotage directed
against the United States, its territories, and vital national interests. Retaliation is
action taken in return for an injury or offense and to deter future attacks.

While the committee has no recommendations for attribution—leaving that
to nonmilitary agents—the Army’s role in retaliation runs the gamut from simple
military/law enforcement coordination, when appropriate, to full-blown remote
operations overseas, where the Army may be assigned primary ground retaliation
responsibility as part of a Joint Task Force. Since this role is primary to the
Army, the committee believes there are some enabling technologies that should
receive very high priority and deserve S&T investment.

Operational Area and the Army Role

Operations in urban environments and in the presence of noncombatants will
probably be common. The ability to move quickly in a crowded city swarming
with civilians and hiding some terrorist cells is an extremely complicated task.
This problem was clearly demonstrated in Somalia. The Army must be able to
move personnel quickly, through or over busy streets. The committee feels that
exoskeleton technology significantly increases the running and jumping capabil-
ity of the individual soldier. Likewise, there is a need for small, armor-plated,
light transport vehicles, ground and helicopter, to move forces as needed in this
environment. Additionally, a capability is needed for clearing obstacles in the
streets and alleyways.

Technology Focus Areas

One key aspect of survivability is signature reduction of our forces across the
spectrum—radio frequency (RF), electro-optical, infrared, radar, acoustic, etc.
Additionally, enhanced armor protection is of critical importance in the Objective
Force Warrior program. Fire support plays a critical role in all combat opera-
tions. The vast majority of current fire support systems were not developed
specifically for urban warfare, where precision and lethality (or nonlethality) can
determine the outcome of an operation. Even relatively small errors can be
devastating in terms of collateral damage or innocent civilians killed.

Recommendation. The Army should continue and enhance current research
and development to focus on mobility operations in the urban environment,
to include exploration of small, mobile armored carriers for use in urban
environments and mini-breachers to clear streets and alleyways.
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There is no good system for achieving situational awareness in an urban
environment. This is due in part to the extremely complex RF propagation
environment in this setting, coupled with the high-resolution accuracy needed to
track a soldier in a specific room or building. A comprehensive situational
awareness system building on the current Land Warrior system and linking the
individual soldier to on-the-body, local, and remote sensor systems and informa-
tion databases is necessary.

Recommendation. The Army should modify current systems or develop
new systems, along with appropriate munitions, that are specifically de-
signed for extremely precise fire support in urban environments.

Recommendation. The Army should make technologies such as the situ-
ational awareness Blue Force Tracking program and the health monitoring
system available to the Department of Homeland Security, which will con-
sider whether or not they can be adapted for civilian use.

Locating and tracking small terrorist cells in a rural environment is a very
difficult task, particularly when the terrorist attempts to blend into the environ-
ment. Several advanced technologies may help the war fighter locate terrorists in
this environment. However, there may well be a physical limitation to detector
capability.

Recommendation. The Army should continue to develop a robust soldier
situational awareness system begun in Land Warrior that provides a real-
time, fused information system.

Recommendation. The Army should adopt a tiered approach to the problem
of terrorist cell tracking and surveillance in the urban environment and in
rugged terrain, first increasing sensor sensitivity, then networking and fusing
sensors, and, finally, fusing information from disparate sources.

The committee believes that defense of the homeland is the military’s top
priority and that the Army will play a significant role in this action. Science and
technology can and will assist the Army in this role.

Recommendation. The Army should focus its funding and research efforts
on the high-payoff technologies shown in summary Table ES-1.
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TABLE ES-1 High-Payoff Technologies

Availability?  Multiuse?

Function Technology R, N, F) (H, 0,0
Chapter 2 Indications and Warning Technologies
Perimeter defense ~HgCdTe imaging LWIR arrays to fabricate R H,0O,C
and warning high-performance detector arrays.©

Uncooled bolometer arrays utilizing R, N H, O, C

temperature-dependent dielectric constants
and operating at room temperature.©

GaAs quantum well arrays; a type of R, N H, O, C
extrinsic photoconductor in which the

bound electrons reside inside the quantum

wells instead of on dopant ions.¢

GaN UV detectors for solar blind F H, O, C
applications.d
Biological agent DNA microarrays that can monitor F H,O,C
detection thousands of genes simultaneously.
Combinatorial peptides using massive F H,O,C

libraries for screening.

Raman scattering; matches observed N, F H, O, C
Raman spectra against a library of
predetermined signatures.®

Vapor-phase Chemical resistors that detect at the parts N H,O,C
explosive per billion level. Must be close to explosive
detectors or chemical, needs improved SNR /8

Fluorescent polymers that detect at parts R, N H,O,C

per trillion level (in principle). Must be
close to explosive or chemical, needs
improved SNR. Demonstrated at parts per
billion in reliable system.”

Surface-enhanced Raman spectroscopy that N, F H,0O,C
detects at parts per billion. Portable, must
be close to explosive.h

Immunoassay (biosensors) that detects N, F H, O, C
parts per billion. Must be close to
explosive. Potential for increased sensitivity. h
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Function

Availability?
Technology R, N, F)

Multiuse?
(H,0,0)

Bulk explosive Nuclear quadrupole magnetic resonance R, N

detection

Cross-cutting
detection and
tracking

Cross-cutting
perimeter
surveillance

Cross-cutting
capability in
miniaturized
systems

(NQR). Low SNR, must be close to
explosive, does not require magnets.
Produces RF signals characteristic of
particular explosives.8"

Millimeter-wave radiometry. Potential to N
provide radiometric images of objects
(e.g., explosives) under clothing. 8V

Sensor networking—gathers data from a N, F
wide variety of spatially distributed sensors.

Sensor fusion—intelligently combines, N, F
correlates, and interprets data from
distributed sensors.

Anomaly detection—examines data from N, F
networked sensors to discover patterns,
unusual behavior, etc.

Surveillance platforms (UAVs, UGVs, R, F
UUVs)—small autonomous vehicles for

carrying sensor payloads as part of

distributed sensor network.

IR, RF, acoustic, seismic, etc. techniques R, N
that monitor for intrusion into

predetermined spaces (encampments,

facilities, borders, etc.).

MEMS—methods for integration of many R, F
technologies into microsensors using
electronic fabrication technologies.

Active-passive sensor suites—suites of N, F
lasers and detectors that can query and

image as well as perform spectroscopic
measurements.

Nanofabrication techniques—fabrication of F
sensing systems at the atomic level.
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TABLE ES-1 Continued

Availability?  Multiuse?

Function Technology R, N, F) (H, 0,0
Chapter 3 Denial and Survivability Technologies
Perimeter control X-ray assessment, swimming sensors for N, F H, O

rapid detection of LVBs.

Unattended sensor networks, advanced N, F H, O
power sources, C2 and secure

communication, low-power sensing

elements for deployable perimeter control

system.

C2 and secure communications, situational F H, O
awareness tools, area sensors for mobile
perimeter system.

Building and Smart ID with bioinformation, ID tracking F H, O, C
facility access with area authorization, iris ID, liveness
control tests, auto DNA ID for automatic, high-

confidence access control.

Structural blast Prediction of blast and impact loads on and N, F H, O, C
resistance in buildings, bridges, dams, etc.
Connection details for steel and concrete N H, O, C

structures (new and retrofit construction)
to upgrade current approaches for dynamic
environments and material behavior.

Methodology to prevent/evaluate potential N H, O, C
for progressive collapse. (+ university,

industry)k
Blast-resistant window concepts, including N H, O, C

new glazing-to-frame connections.

Blast-resistant tempered and laminated F H, C
glass (stiffness, strength enhancement,

ductility).

First-principles analysis techniques to N H,O,C

supplement experimental databases for
design of windows and structural
component retrofits.

Software to include new test and analysis R, N H, O, C
data and techniques for design and retrofit
of structures in blast environments.
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Availability?  Multiuse?

Function Technology [R,N,F) (H,0,0)
Integration of performance standards with N, F H, O, C
building codes from a multihazard
perspective.

Cybersecurity IP version 6 to provide ad hoc mobile N H,O,C
C&C networks to rapidly reconfigure
systems.

Technologies to avoid enemy intrusions, F H, O

guarantee functionality.

Technologies to provide alternative C&C N H, O
after a disaster.

IP version 6 for networks, universal radio, N H, O
etc. to allow the Army systems to
interoperate with other emergency services.

Chapter 4 Recovery and Consequence Management

Technologies
Command and Adaptive integrated multiplexer N H, O, C
control systems to integrate communications

between multiple agencies.

Mobile local broadband networks to pass N, F H, C
imagery and communications.

Blue Force Tracking to determine the N, F H, O, C
location of operational personnel and assets
from multiple agencies.

Planning Decision support aids such as those in the N H, O
Agile Commander ATD to enhance
real-time planning among multiple agencies.

Event assessment  Family of interoperable operational N, F H, O, C
pictures displays that can be shared by
operational planners and implementers.

Land mobile robotics that can breach R, N H, O, C
obstacles to implant sensors.

Sensor networking and fusion to integrate N, F H, O, C
multiple sensors into a common picture.
Continues
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TABLE ES-1 Continued

Availability?  Multiuse?
Function Technology [R,N,F) (H,0,0)

Real-time damage and contamination N, F H, O, C
modeling to provide attack assessments
based on the reports of fused sensor data.

Force protection Development of improved protective mask R, N H,O,C
filters and service-life indicators.

Development of semipermeable N H, O, C
membranes and self-detoxifying material
for protective suits.

Vaccine development for protection N, F H, O, C
against biological agents.

Medical response ~ Chemical, biological, and radiological R, N H,O,C
triage assessment cards providing C4ISR
integration of data, decontamination of the
patients and material, tracking of the
patients, physical evidence, clothing;
chain of custody.

C4ISR; on-demand access to expert’s R, N H, O, C
network, scenario modeling/procedures to

provide remote expert support for the

on-site medical personnel; on-demand

linkage to medical and scientific

information systems, experts, and

laboratories.

Field-deployable diagnostic, life-support, R, N, F H,O,C
and emergency surgical systems that can

be easily and rapidly deployed; that are

resistant to vibration, low environmental

quality, and electromagnetic interference;

and that can be operated efficiently in the

presence of chemical, biological or

radiological residuals.

Field-deployable rapid-assay devices; R, N H,0O,C
dynamic meteorologic models of CBRN

threats to provide the first responder an

assessment of agents and risks for staff

and patients; assessment of ongoing

environmental risks.
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Availability?  Multiuse?

Function Technology [R,N,F) (H,0,0)
Scenario development software based on R, N H, O
physiologic and biochemical response to
agents.

Hemorrhage, neurological, and respiration R, N H, O, C

stabilizing devices and technologies with
a long shelf-life, rapid-acting agents.

Vaccines and immunologic factors R, N, F H, O
(including therapeutic applications),

counteragents for chemical, biological, and

radiological exposure with a long shelf-life,

rapid-acting agents.

Distributed learning platforms with Al R, N, F H, O
and decision-assisting tools for CBRNE.

Remediation and Development of a process to plan and N H, C
decontamination implement remediation and decontamination

for chemical, biological, radiological,

and nuclear events.

Further development and assessment of R, N, F H, C
solutions to clean up chemical and
biological contamination.

Chapter 5 Attribution and Retaliation Technologies

Detect traffic/ Multisensor fusion. N H, O

activity

abnormality Data mining techniques. N H, O

in urban and

rural locations Inference algorithms. N H, O
Redeployable UGS. F H, O

Locate terror cells 3-D ultrasensitive lidar. N (0]

in areas of heavy

foliage

Defeat covered 3-D ultrasensitive lidar. N (0]

and concealed

targets in rural Multisensor fusion techniques. N (6]

environment

Continues
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TABLE ES-1 Continued

Availability?  Multiuse?
Function Technology [R,N,F) (H,0,0)
Locate gunshots Ultrasensitive acoustics triangulation F H, O, C
in urban system.
environment
Enhanced red Track deconfliction algorithms. F (6]
force (enemy)
location in urban
environment
Situational Enhanced blue force (friendly) personnel N H, O, C
awareness location in urban environment provided
by fused GPS, RF, and dead-reckoning
hardware and algorithms.
Mobility in Exoskeleton for soldier platform. F o,C
remote urban
environment Light, highly survivable, signature- F o,C
suppressed troop-carrying helicopter.
Mobile, small-scale robotic breachers for N, F o, C
clearing alleys, etc. in urban environment.
Remote Reduced usage of signature-producing N H, O
operations technologies.
Advanced composites for lightweight F H,O,C
armor protection.
Advanced composites for enhanced vehicle F H, O, C
mine protection.
Advanced health and wound monitoring N, F H, O, C
system that integrates blood pressure,
heart rate, body temperature, skin
penetration sensors.
Munitions and Nonlethal munitions to include acoustic N, F H, O, C
delivery systems systems.
designed for
remote urban PSYOP products. N (6]
combat
UAVs and UGVs designed for urban fire N H, O, C
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Availability?  Multiuse?

Function Technology R, N, F) (H, 0,0
Precision Advanced propellants. N, F (6]
insertion and

targeting for Improved warhead design, N, F (0]
warheads

NOTE: Al, artificial intelligence; ATD, Advanced Technology Demonstration; CBRN, chemical, bio-
logical, radiological, and nuclear; CBRNE, chemical, biological, radiological, nuclear, and high explo-
sive; C&C, computers and communication; C2, command and control; DARPA, Defense Advanced
Research Projects Agency; EO, electro-optical; FOLPEN, foliage penetration; GPS, Global Positioning
System; ID, identification; IP, Internet protocol; IR, infrared; lidar, light detection and ranging; LVB,
large vehicle bomb; LWIR, long-wave infrared; MEMS, microelectromechanical systems; NSA, Na-
tional Security Agency; PSYOP, psychological operations; RF, radio frequency; SNR, signal-to-noise
ratio; UAV, unmanned air vehicle; UGS, unattended ground sensor; UGV, unmanned ground vehicle;
UUYV, unmanned underwater vehicle; UV, ultraviolet; 3-D, three-dimensional.

dAvailability: R, ready (TRL 8-9); N, near-term (TRL 4-7); F, far-term (TRL 1-3).

bMultiuse: H, Army homeland security; O, Objective Force; C, civilian (first responders and
others).

CWestervelt et al. (1991).

dDARPA (2002a,b).

¢NATIBO (2001).

fLewis et al. (1997).

8Bruschini and Gros (1997).

hWard et al. (2001).

iU.S. Navy (2002).

JNRC (1996).

kParticipation by universities and industry should be sought, because their technology, under-
standing, experience, and capabilities in this area are advanced, their databases are useful, and they
would provide new insight and information to the program and shorten the time frame for develop-
ment.
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Preface

This study is being conducted by the Committee on Army Science and
Technology for Homeland Defense of the Board on Army Science and Technol-
ogy, in the Division on Engineering and Physical Sciences of the National Acad-
emies. Sponsored by the Deputy Assistant Secretary of the Army for Research
and Technology, the committee will produce a series of reports encompassing
possible science and technology in support of the Army’s role in homeland
security (HLS). The statement of task for this first report is as follows:

The National Research Council will:

Review relevant literature and activities, such as the National Academies’
emerging Science and Technology Program plan and Research Strategy for
Combating Terrorism and their work with the interagency Technical Support
Working Group (TSWG), reports from the Gilmore Commission and Hart-
Rudman Commission, the DoD Counter-Terrorism Technology Task Force
(DCT3F) plan, DOD Information Assurance policies and existing military
operation and contingency plans to develop an Army context for the enhanced
campaign against terrorism.

Determine areas of emphasis for Army S&T in support of counterterrorism
(CT) and anti-terrorism (AT). Operational areas the NRC should examine in-
clude indications and warning, denial and survivability, recovery and conse-
quence management, and attribution and retaliation.

In the first year, produce a report within nine months from contract award
containing findings and recommendations that provide insights for high-payoff
technologies.

vii
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viii PREFACE

BACKGROUND OF THE STUDY

The terrorist attacks of September 11, 2001, have forced the nation to con-
sider how to prepare for the defense of the homeland. Terrorism is no longer an
item on the evening news, taking place in some distant locale. Terrorism has
become a domestic issue. As part of this recognition, the Army requested that the
Board on Army Science and Technology (BAST) create a committee to meet
over a 3-year period to consider how science and technology might better enable
the Army to accomplish its mission in the homeland. It is anticipated that the
committee will produce several reports during this period.

COMMITTEE PROCESS

This first report is a broad survey of relevant technologies, written in a
relatively short period of time. Because of the scope of the review, the lack of a
well-defined operational framework,! and the time-sensitive nature of the Army’s
interest, the committee has determined not to study specific products but rather to
consider areas of technologies one level above individual products, processes, or
services. In any case it should be noted that it is not the intent of this study to
recommend budget actions; the technology assessments are intended to assist the
Army in formulating its future technology plans.

The committee began its work by reviewing the literature listed below but
found that very little has been said about the Army’s role in HLS and the technol-
ogy needs in support thereof.

» The National Strategy for Homeland Security,

» The Federal Response Plan,

+ The National Academies’ report Making the Nation Safer: The Role of
Science and Technology in Countering Terrorism,

» The interagency Technical Support Working Group (TSWG) outputs,

» Reports from the Gilmore Commission and the Hart-Rudman Commission,

o The Department of Defense (DoD) Counter-Terrorism Technology Task
Force (DCT3F) plan,

» DoD information assurance policies, and

» Existing military operation and contingency plans.

There are other reports, such as the annual report of the Department of
Energy’s Chemical/Biological National Security Program (CBNP), that the com-
mittee did not review for lack of time but that might provide additional informa-
tion to the reader.

lOperational framework refers to a plan that the Army would use to conduct whatever operation
may be necessary in response to a terrorist attack.
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In addition to the literature search, the committee requested a series of brief-
ings from the Army to better understand the Army’s view of the homeland
mission. It also heard from representatives of the National Guard Bureau to
understand the role of the Army National Guard. A thorough legal briefing on
the limitations of the Posse Comitatus Act facilitated this understanding. Lastly,
the committee heard from scientists with expertise in a wide range of technolo-
gies in an effort to preview emerging types of equipment.

Even as this report was being prepared, doctrine and policy were being
developed. The Department of Homeland Security and the Department of
Defense’s Northern Command, which are to have the major responsibilities and
authorities for homeland security at the national level, are still in the early stages
of formation and organization. The actual role that will be played by the Army
in homeland security must certainly depend in large measure on the operational
assignments Army units will be given in the framework of, or in support of,
these overarching organizations. This remains in a state of flux. While, as is
indicated in the report, it is anticipated that much of the doctrine will be drawn
from existing protocols, the lack of specific doctrine made the study of specific
equipment requirements difficult. Therefore the committee assumes certain
functional requirements, which are described in Chapter 1.

REPORT ORGANIZATION

The DOD’s Defense Counter-Terrorism Technology Task Force (DCT3F),
in calling for and reviewing technical proposals in the wake of September 11,
used the following taxonomy:

* Indications and warning,

» Denial and survivability,

* Recovery and consequence management, and
 Attribution and retaliation.

The study sponsor chose to make this taxonomy the basis for the committee’s
tasking document,? so the report is organized around these operational areas.

2In other documents, the Pentagon has used a different taxonomy but to the same end. For
example, the Joint Warfighting Science and Technology Plan uses the following groupings of opera-
tional capabilities and subcapabilities:

Prevention Protection Response

Denial Infrastructure Attribution

Indications and warnings Personnel Consequence management
Deterrence Facilities Crisis management
Preemptive strike Retaliation
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X PREFACE

These four areas describe events in a time continuum beginning when intelli-
gence indicates an event may take place and ending when blame can be attributed
and appropriate retaliation executed. In Chapters 2 through 5 the committee has
divided the four operational areas first into functional capabilities and then into
technologies. Because the same technologies may be necessary in more than one
of the operational areas, conclusions and recommendations concerning these
technologies may appear in more than one chapter. Chapter 6 captures the
overarching observations of the committee and Chapter 7 lists the findings, con-
clusions, and recommendations.

COMMITTEE COMPOSITION

The membership of this committee was intended to contain a broad represen-
tation of scientific and technological skill sets that have application to the Army’s
role in homeland security. These skill sets range from information technologies
such as communications, computer sciences, and sensor technologies to materials
and civil engineering, with special emphasis on structural hardening and resis-
tance to nuclear and conventional explosive forces. Biosecurity expertise was
considered important, as was a thorough understanding of the Army’s capabili-
ties. A security clearance was considered essential, as many of the topics that
would be of interest to the committee are classified.

The committee worked very hard at its task and is grateful to all those who
contributed to the report. Although the report limits itself to a fairly high-
indenture level of exploration, the committee is satisfied that it will provide
significant assistance to the Army as it moves on to future missions.

John W. Lyons, Chair
Committee on Army Science and
Technology for Homeland Defense
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